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SMIME (stands for Secure Multipurpose Internet Mail Extension) is a security standard for commercial use.

Message viewed as having an envelope that contains whatever info is needed to accomplish transmission + delivery and contents – object intended for recipient. Traditional e-mail format is RFC 822 which applies only to contents.  It consists of some number of header lines separated by a blank line from body . Header includes keywords such as from, to, subject, date, message ID followed by its arguments (specific values for this e-mail message). MIME as an extension of RFC 822 framework resolves limitations of Simple Mail Transfer Protocol:

I. Transmission of executable files;

II. Transmission of messages in other languages ( 8-bit codes vs. 7-bit ASCII);

III. Overcomes size limitations for message transfer;

IV. Overcomes inconsistency in set of mappings for translations between SMTP gateways;

V. Enables transfer of non-textual data (multimedia);

VI. Adheres completely to RFC821 for e-mail transfer.

MIME specifications include:

1). 5 new message header fields:

· MIME version (1.0 and up);

· Content type (plain or encrypted text; mixed, parallel, alternative or digest multipart message; rfc822 encapsulated body of the message, partial, external-body (includes pointer to an object) message representation; gif or jpeg types of images; mpeg format of video; basic format of audio; PostScript (Adobe defined)  or octet-stream (binary data in 8-bit files) applications;

· Content Transfer Encoding (7 bit, 8 bit, binary, quoted-printable, base64, x-token);

· Content ID (to identify entities of MIME uniquely in multiple contexts);

· Content Description (text description of the object with the body).

2). Standardizing representations that support multimedia e-mail by defining its content format (using canonical form vs. native form)

3). Enabling the conversion of any content into protected from alterations e-mail by defining transfer encoding (using canonical form vs. native form).

Canonical form is a format appropriate to the content type that is standardized for use between systems.

S/MIME offers ability to sign and/or encrypt messages. S/MIME functions:

· Confidentiality by enveloping data (encrypting content and encryption keys);

· Authentication by signing data (forming digital signature by taking message digest of the content and encrypting it with the private key of signer, content plus signature then encoded by base64);

· Clear-signed data (forming digital signature of the content and encoding it with base64) enables viewing of message without verifying the signature for recipients without S/MIME);

· Confidentiality and Authentication  by signing and enveloping data (nesting entities in such a way that encrypted data may be signed and signed data (or clear-signed data) may be encrypted).

SMIME incorporates 3 public-key algorithms:

 Digital Signature Standard for generating digital signatures, Diffie-Hellman variation (ELGamal) for encrypting session keys and RSA as an alternative for both procedures.160-bit SHA-1  hash function preferred in generating digital signature or 128-bit MD5 as less secure alternative. Triple DES is recommended for message encryption ,but also accepts 40-bit RC2 as less secure alternative.

Procedures to choose algorithm from senders side:

1. Choose highest preference decrypting capability on the available list from recipient that it is capable to use;

2. Use same encryption algorithm as was used on the last signed and encrypted message received from recipient;

3. If no knowledge available about recipients decryption capabilities – use triple DES;

4. Use RC2/40 for situations when recipient may not be capable to decrypt even with triple DES.

Steps to prepare an enveloped Data MIME entity:

· Generate pseudorandom session key for chosen symmetric encryption algorithm (triple DES or RC2/40);

· Encrypt the session key with the recipients public key;

· Prepare Recipient Info block that contains senders public-key certificate, an identifier of used algorithm and encrypted session key;

· Encrypt the message content with the session key;

· Enveloped Data combines Recipient Info blocks followed by encrypted content.

To recover encrypted message recipient:

· Strips off base64 encoding;

· Recovers session key by utilizing its own private key;

· Decrypting message using obtained session key.

Steps to prepare signed data:

· Select message digest algorithm (SHA-1 or MD5);

· Compute message digest – execute hash function of the content to be signed;

· Encrypt message digest with the signers private key;

· Prepare Signer Info block that contains signers public-key certificate, an identifier of the message digest algorithm, an identifier of encryption algorithm for message digest and encrypted message digest.

· All information is encoded into base64.

To verify signed data:

· Strip off base64 encoding;

· Signers public-key used to decrypt the message digest;

· Computation of message digest to compare with decrypted message digest to verify signature.

Verisign issues certificates with digital ID:

· Owners public key;

· Owners name or alias;

· Postal address;

· E-mail address;

· Basic user information (age, gender, zip code etc);

· Expiration date;

· Serial number;

· Issuing CA name;

· Digital signature of issuing Certificate Authority.

Certificate levels:

· Class 1 – for personal web browsing and e-mail.

· Class 2 – for software validation, online subscriptions, intra and inter-company e-mails.

· Class 3 – for e-banking, corporate database access, membership based online services, for strong authentication and encryption requirements.

Enhanced security services are:

· Signed receipts;

· Security labels;

· Secure mailing lists.
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